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CHINA PRIVACY AND DATA PROTECTION ADDENDUM
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This China Privacy and Data Protection Addendum (“Addendum”) supplements (and
is not intended, and shall not be interpreted, to limit the terms of the Agreement) and
is governed by the terms and conditions of the Agreement to which it is attached. The
Addendum shall be signed together with Privacy and Data Protection Schedule, and
the Provider shall comply with both. Any defined terms not otherwise defined herein
shall have the meanings set forth in the Agreement and Privacy and Data Protection
Schedule.
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The Addendum applies only when Company entrusts Provider with the processing of
Personal Information under the Agreement.
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The entrusted processing situation is as follows:
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e Provider Name 4t 5 & #k:
The party identified as the Counterparty in the preamble of the Agreement
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e Processing Purpose A3 H i):
To fulfill the service obligations under the Agreement
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e Processing Period A HAFR :
e Subject to the term of the specific Agreement, unless otherwise specified by
laws and administrative regulations
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The Provider shall process data in accordance with the business requirements
stipulated in the Agreement, using methods that comply with the contractual
requirements, and shall ensure that all processing activities are limited to
achieving the specified business purpose.
e Types of Personal Information ™ A& B HIFHK:
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The Provider shall strictly adhere to the principle of data minimization and
collect personal information only to the minimum extent necessary to fulfill the



business requirements stipulated in this Agreement, ensuring that such
collection does not exceed the purposes specified herein.

1. DEFINITIONS
EX

“Personal Information” means any information that is recorded by electronic or other
means and related to any identified or identifiable natural person, excluding
anonymized data. Such information is provided to Provider by or on behalf of Company
or its Affiliates or is obtained by Provider or its Representatives in connection with
Provider’s or its Representatives’ performance of its or their obligations hereunder.
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“Privacy Laws” means, as in effect from time to time, with respect to the Processing
of Personal Information, the applicable data privacy laws and regulations of China
and other applicable jurisdictions, including without limitation the PRC Cyber Security
Law, Personal Information Protection Law, Data Security Law, and all EU Data
Protection Laws, and all data breach notification and information security laws and
regulations specific thereto.
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“Process” or “Processing” (or any variation thereof) means any operation or set of
operations that is performed on Personal Information or sets of Personal Information,
whether or not by automatic means, including, without limitation, viewing, accessing,
collection, recording, organization, storage, adaptation or alteration, retrieval,
consultation, use, disclosure, retention, dissemination or otherwise making available,
alignment or combination, blocking, and erasure or destruction.
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“Security” means technological, physical and administrative controls, including but not
limited to policies, procedures, organizational structures, hardware and software
functions, as well as physical security measures, the purpose of which is, in whole or
part, to ensure the confidentiality, integrity or availability of Personal Information.
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2, PROCESSING OF PERSONAL INFORMATION
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2.1.  Provider covenants and agrees to comply with the terms and conditions of this
Addendum if Provider Processes Personal Information on behalf of Company.
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2.2.  Without limiting Provider’s obligations set forth elsewhere in this Addendum
and in the Agreement (including without limitation obligations of confidentiality),
Provider shall: (i) act in accordance with Company’s written instructions in the
Processing of Personal Information and comply with the requirements of all applicable
Privacy Laws; (ii) only Process Personal Information for purposes of performing its
obligations under the Agreement and as further set forth herein; (iii) provide access to
Personal Information to its Representatives only to the extent reasonably necessary
for performing its obligations under the Agreement; provided, that prior to providing
Provider's Representatives with such access, Provider (a) has clearly and completely
conveyed the requirements of this Addendum to its Representatives and ensured such
requirements are understood and followed and (b) has entered into binding
agreements with Provider's Representatives that include confidentiality and privacy
obligations that are substantively similar to, and no less than, those imposed on
Provider under the Agreement and this Addendum For the avoidance of doubt,
Provider's Representatives include Provider's Subcontractors.
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2.3.  Without limiting Provider's obligations set forth elsewhere in this Addendum, to
the extent Personal Information Processed by Provider originates from a member
country of the European Economic Area (EEA), Switzerland, or another jurisdiction
with data protection laws that rely on, are similar to, or are based on EU Data Protection
Laws (“European Personal Information”), Provider (a) acknowledges that Company



is the “controller” (as defined in EU Data Protection Laws) of such information and (b)
shall ensure that such Processing is performed in compliance with the following:
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e As a “processor” (as defined in EU Data Protection Laws), if and when Provider

Processes such European Personal Information in jurisdictions outside of the EEA,
such Processing will occur only in jurisdictions that have been deemed by the
European Commission or by the relevant national data protection authorities to
provide an adequate level of data protection (“Adequate Jurisdiction”), except as
otherwise stated herein.
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2.4.  Without limiting Provider’s obligations set forth elsewhere in this Addendum,
and to the extent Provider and its Representatives Process Personal Information
subject to the California Civil Code Sections 1798.100 — 1798.199 et seq. (“CCPA”) or
other jurisdictions with laws that rely on, are similar to or based on the CCPA, including
without limitation, Virginia and Colorado, Provider certifies that it shall comply with the
following obligations: (i) Provider shall not “sell” (as defined in the CCPA or such similar
law, as applicable) such Personal Information; (ii) Provider shall not Process Personal
Information for any purpose other than to perform the Services or as otherwise
permitted by the CCPA or such similar law, as applicable; and (iii) Provider shall not
Process Personal Information outside of the business purpose (as defined in the CCPA
or such similar law, as applicable) between Provider and Company.
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2.5.  Without limiting Provider’'s obligations set forth elsewhere in this Addendum,
and to the extent Provider and its Representatives Process Personal Information
subject to the PRC Personal Information Protection Law, Provider warrants that it shall
comply with the following obligations: (i) Provider shall not Process Personal



Information beyond the agreed purpose and method of Processing; (ii) In the event
that the Agreement is not effective, invalid, revoked or terminated, Provider shall return
or delete Personal Information, and shall not retain Personal Information; and (iii)
Without the prior written consent of the Company, Provider shall not subcontract any
of its Processing activities.
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3. PRESERVATION OF PERSONAL INFORMATION
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3.1.  Without the prior written approval of the Company, Provider shall not store
Personal Information in any other countries or regains outside of China; without the
prior written approval of the Company and approval of relevant PRC government
authorities, Provider shall not provide Personal Information stored in China to any
foreign judicial or law enforcement authorities.
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