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CHINA PRIVACY AND DATA PROTECTION ADDENDUM 
中国数据与隐私保护补充条款 

 
 

This China Privacy and Data Protection Addendum (“Addendum”) supplements (and 
is not intended, and shall not be interpreted, to limit the terms of the Agreement) and 
is governed by the terms and conditions of the Agreement to which it is attached. The 
Addendum shall be signed together with Privacy and Data Protection Schedule, and 
the Provider shall comply with both. Any defined terms not otherwise defined herein 
shall have the meanings set forth in the Agreement and Privacy and Data Protection 
Schedule. 
本中国隐私与数据保护补充条款（“补充条款”）系对其所在协议的补充，并受其条

款条件所约束（且不限制及不被解读为限制协议的条款）。本补充条款应与《隐私及

数据保护附录》一并签署，相对方应同时遵守。任何未在本补充条款定义的名词的含

义参见协议和《隐私及数据保护附录》的规定。 
The Addendum applies only when Company entrusts Provider with the processing of 
Personal Information under the Agreement.  
本补充条款仅适用于本协议项下涉及公司委托供应商处理个人信息的情况。 
The entrusted processing situation is as follows: 
委托处理情况如下所示： 

• Provider Name提供方名称： 
The party identified as the Counterparty in the preamble of the Agreement 
在本协议前言中被确定为相对方的一方 

• Processing Purpose处理目的： 
To fulfill the service obligations under the Agreement 
为完成协议服务内容 

• Processing Period处理期限： 
• Subject to the term of the specific Agreement, unless otherwise specified by 

laws and administrative regulations 
以协议期限为准，但法律、行政法规另有规定的除外  

• Processing Method处理方式： 
提供方应按照协议约定的业务需求，采用符合合同要求的数据处理方式进行处

理，并确保处理活动仅限于实现该业务目的。 
The Provider shall process data in accordance with the business requirements 
stipulated in the Agreement, using methods that comply with the contractual 
requirements, and shall ensure that all processing activities are limited to 
achieving the specified business purpose. 

• Types of Personal Information 个人信息的种类： 
提供方应严格遵循最小必要原则，仅在满足本合同约定的业务需求所必需的最

小范围内收集个人信息，并确保不得超出合同所述业务目的。 
The Provider shall strictly adhere to the principle of data minimization and 
collect personal information only to the minimum extent necessary to fulfill the 



business requirements stipulated in this Agreement, ensuring that such 
collection does not exceed the purposes specified herein. 

 
1. DEFINITIONS 

定义 
 
“Personal Information” means any information that is recorded by electronic or other 
means and related to any identified or identifiable natural person, excluding 
anonymized data. Such information is provided to Provider by or on behalf of Company 
or its Affiliates or is obtained by Provider or its Representatives in connection with 
Provider’s or its Representatives’ performance of its or their obligations hereunder. 
“个人信息”指的是以电子或者其他方式记录的与已识别或者可识别的自然人有关的

各种信息，不包括匿名化处理后的信息。该信息由公司或其关联公司提供给提供方，

或公司或其关联公司的代表提供给提供方，或提供方或其代表就其履行本附件项下的

义务而获得。 
 
“Privacy Laws” means, as in effect from time to time, with respect to the Processing 
of Personal Information, the applicable data privacy laws and regulations of China 
and other applicable jurisdictions, including without limitation the PRC Cyber Security 
Law, Personal Information Protection Law, Data Security Law, and all EU Data 
Protection Laws, and all data breach notification and information security laws and 
regulations specific thereto. 

“隐私法律”指的是关于处理个人信息的不时生效的在中国和其他适用的管辖区域内

的数据隐私法律法规、规范性文件，包括但不限于《中华人民共和国网络安全法》、

《中华人民共和国个人信息保护法》、《中华人民共和国数据安全法》和所有欧盟数

据保护法律，以及所有数据泄露通知和信息安全法律法规。 
“Process” or “Processing” (or any variation thereof) means any operation or set of 
operations that is performed on Personal Information or sets of Personal Information, 
whether or not by automatic means, including, without limitation, viewing, accessing, 
collection, recording, organization, storage, adaptation or alteration, retrieval, 
consultation, use, disclosure, retention, dissemination or otherwise making available, 
alignment or combination, blocking, and erasure or destruction. 

“处理”（或其任何表述变化）指对个人信息或个人信息集进行的任何操作或一系列

操作，无论是否通过自动方式进行，包括但不限于查看、访问、收集、记录、组织、

存储、改编或更改、检索、咨询、使用、披露、保存、传播或以其他方式提供、校准

或合并、阻碍和删除或毁坏。 
 
“Security” means technological, physical and administrative controls, including but not 
limited to policies, procedures, organizational structures, hardware and software 
functions, as well as physical security measures, the purpose of which is, in whole or 
part, to ensure the confidentiality, integrity or availability of Personal Information. 



“安全措施”指的是全部或部分目的是为了确保个人信息的保密性、完整性或可用性

的技术、物理及行政管理措施，包括但不限于政策、程序、组织架构、硬件和软件功

能和物理安全措施。 
 
2. PROCESSING OF PERSONAL INFORMATION 

个人信息处理 
 
2.1. Provider covenants and agrees to comply with the terms and conditions of this 
Addendum if Provider Processes Personal Information on behalf of Company.  
提供方承诺并同意在其代表公司处理个人信息时遵守本补充条款的条款和条件。 
 
2.2. Without limiting Provider’s obligations set forth elsewhere in this Addendum 
and in the Agreement (including without limitation obligations of confidentiality), 
Provider shall: (i) act in accordance with Company’s written instructions in the 
Processing of Personal Information and comply with the requirements of all applicable 
Privacy Laws; (ii) only Process Personal Information for purposes of performing its 
obligations under the Agreement and as further set forth herein; (iii) provide access to 
Personal Information to its Representatives only to the extent reasonably necessary 
for performing its obligations under the Agreement; provided, that prior to providing 
Provider’s Representatives with such access, Provider (a) has clearly and completely 
conveyed the requirements of this Addendum to its Representatives and ensured such 
requirements are understood and followed and (b) has entered into binding 
agreements with Provider's Representatives that include confidentiality and privacy 
obligations that are substantively similar to, and no less than, those imposed on 
Provider under the Agreement and this Addendum For the avoidance of doubt, 
Provider’s Representatives include Provider’s Subcontractors. 
在不限制本补充条款及协议其他条款规定的提供方义务的情况下（包括但不限于保密

义务），提供方应：（i）按照公司对处理个人信息的书面指示行事，并遵守所有适用
的隐私法律的要求; （ii）仅为履行协议及协议中进一步规定的义务而处理个人信息; 
（iii）仅在履行其根据该协议所承担的义务所必需的范围内向其代表提供个人信息的访
问权，并且，在向提供方代表提供此类访问权限之前，提供方（a）已明确且完整地向
其代表传达了本补充条款的要求，并确保其代表了解并遵守此类要求，以及（b）已与
提供方代表签订了具有约束力的其他协议，包含了保密和隐私相关义务，这些义务与

协议及本补充条款中提供方需要遵守的义务实质上相似，且应不低于提供方在本订单

项下需要遵守的义务。为免疑义，提供方的代表包括其分包商。 
 
2.3. Without limiting Provider's obligations set forth elsewhere in this Addendum, to 
the extent Personal Information Processed by Provider originates from a member 
country of the European Economic Area (EEA), Switzerland, or another jurisdiction 
with data protection laws that rely on, are similar to, or are based on EU Data Protection 
Laws (“European Personal Information”), Provider (a) acknowledges that Company 



is the “controller” (as defined in EU Data Protection Laws) of such information and (b) 
shall ensure that such Processing is performed in compliance with the following: 
在不限制提供方在本补充条款项下的义务的情况下，如果由提供方处理的个人信息是

来源于欧洲经济区（EEA）的任一成员国，瑞士或者其他辖区，而该地区的数据保护
法律依赖于或基于欧盟数据保护法律或与之相似（“欧洲个人信息”），提供方（a）
同意公司是该信息的“控制者”（如欧盟数据保护法律所定义）且（b）应保证数据的
处理符合下述要求： 
 
• As a “processor” (as defined in EU Data Protection Laws), if and when Provider 

Processes such European Personal Information in jurisdictions outside of the EEA, 
such Processing will occur only in jurisdictions that have been deemed by the 
European Commission or by the relevant national data protection authorities to 
provide an adequate level of data protection (“Adequate Jurisdiction”), except as 
otherwise stated herein. 
提供方作为“处理者”（如欧盟数据保护法律所定义），除非本补充条款另有规定，

如果且当其在欧洲经济区管辖外处理欧洲个人信息时，该等处理将仅会在被欧盟委

员会或相关国家数据保护机构认可为提供了足够水平数据保护的辖区（“适格辖

区”）进行。 
 
2.4. Without limiting Provider’s obligations set forth elsewhere in this Addendum, 
and to the extent Provider and its Representatives Process Personal Information 
subject to the California Civil Code Sections 1798.100 – 1798.199 et seq. (“CCPA”) or 
other jurisdictions with laws that rely on, are similar to or based on the CCPA, including 
without limitation, Virginia and Colorado, Provider certifies that it shall comply with the 
following obligations: (i) Provider shall not “sell” (as defined in the CCPA or such similar 
law, as applicable) such Personal Information; (ii) Provider shall not Process Personal 
Information for any purpose other than to perform the Services or as otherwise 
permitted by the CCPA or such similar law, as applicable; and (iii) Provider shall not 
Process Personal Information outside of the business purpose (as defined in the CCPA 

or such similar law, as applicable) between Provider and Company. 
在不限制提供方在本补充条款项下的提及的其他义务的情况下，提供方及其代表根据

2018加州民法典1798.100 – 1798.199节及其后条款（CCPA）或其他司法管辖区（包
括但不限于弗吉尼亚州和科罗拉多州）依托于、类似于或以CCPA为基础的法律处理
个人信息的前提下，提供方证明其将遵守以下义务：（i）提供方不应“出售”（如
CCPA或类似的适用法律所定义）相关个人信息；（ii）提供方不应为提供协议服务或
CCPA或类似的适用法律另行允许之外的目的处理个人信息；且（iii）提供方不应超出
提供方与公司的业务目的（如CCPA或类似的适用法律所定义）之外处理个人信息。 
 
2.5. Without limiting Provider’s obligations set forth elsewhere in this Addendum, 
and to the extent Provider and its Representatives Process Personal Information 
subject to the PRC Personal Information Protection Law, Provider warrants that it shall 
comply with the following obligations: (i) Provider shall not Process Personal 



Information beyond the agreed purpose and method of Processing; (ii) In the event 
that the Agreement is not effective, invalid, revoked or terminated, Provider shall return 
or delete Personal Information, and shall not retain Personal Information; and (iii) 
Without the prior written consent of the Company, Provider shall not subcontract any 
of its Processing activities. 
在不限制提供方在本补充条款项下的提及的其他义务的情况下，且提供方及其代表处

理适用《中华人民共和国个人信息保护法》的个人信息的前提下，提供方承诺其将遵

守以下义务：(i) 提供方不会超出约定的处理目的、处理方式等处理个人信息；（ii）在
协议不生效、无效、被撤销或者终止的情况下，提供方会向公司返还或删除个人信息，

不会保留个人信息；且（iii）未经公司事先书面同意，不会转委托他人处理个人信息。 
 
 
3. PRESERVATION OF PERSONAL INFORMATION 

个人信息的保存 
 
3.1. Without the prior written approval of the Company, Provider shall not store 
Personal Information in any other countries or regains outside of China; without the 
prior written approval of the Company and approval of relevant PRC government 
authorities, Provider shall not provide Personal Information stored in China to any 
foreign judicial or law enforcement authorities. 
未经公司事先书面许可，提供方不得在中国以外的任何其他国家及地区存储个人信息

存储；未经公司事先书面许可，且未经中国政府相关部门的批准，提供方不得向任何

中国以外的司法或者执法机构提供其存储在中国境内的个人信息。 


